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ABSTRACT

This paper discusses how simulation is used to design
and analyze communications networks. Topics discussed
include:  network issues addressed by simulation,
simulation software for network modeling, techniques for
building valid and credible models, and statistical
considerations. A comprehensive example will also be
given in the conference presentation.

1 INTRODUCTION

In this paper we present an overview of the use of
simulation in the design and analysis of communications
networks. A detailed discussion of simulation, in
general, may be found in Law and Kelton (1991). A
practical discussion of the steps in a sound simulation
study i1s given in Law and McComas (1990). General
references on communications are Halsall (1992), Martin
and Chapman (1989), Stallings (1991), and Tannenbaum
(1989).

It is often of interest to study a proposed or existing
communications network to improve its performance.
However, it is generally necessary to use a model for
this purpose, since experimentation with the network
itself is either disruptive, not cost effective, or simply
impossible (e.g., the network has not yet been built).

If the relationships that compose the model are simple
enough, it may be possible to use mathematical methods
(such as algebra, calculus, or probability theory) to
obtain exacr answers to the questions of interest; this is
called an analytic solution. As a matter of fact, analytic
queueing models have been used for years to study
performance issues for communications networks and
computer systems (see, for example, Kleinrock 1976).
However, as network topologies and protocols have
become more complex, analytic methods have become
increasingly inadequate.  Additional shortcomings of
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analytic queueing models are as follows:

® Only steady-state results are typically possible

® It is difficult to obtain performance measures other
than mean values (e.g., the 95th percentile of end-to-
end delay)

® Original analytic solutions require considerable
mathematical sophistication on the part of the analyst

Because of the drawbacks of analytic methods, there
has been a considerable increase in the use of simulation
for network analyses during the past five years. This
has in turn resulted in the introduction of a number of
new simulation products specifically for communications
networks. In a simulation a mathematical/logical model
1s numerically evaluated over a time period of interest,
and performance measures are estimated from model-
generated data. Simulation analyses are applicable to
systems of almost any level of complexity. Perhaps the
only impediment to the use of simulation is the
potentially large amount of computer execution time
required to process messages for high-traffic-rate
networks.

2 OBJECTIVES OF SIMULATION IN
COMMUNICATIONS

The following are some of the benefits of using
simulation to design and analyze communications
networks:

® Determination of the system-wide impact of making
"local” changes to the network

® Improved system performance

® Reduced expenditures

® Insurance that performance objectives are met

® Identification of bottlenecks before

implementation

system
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® Reduced system development time

Simulation has addressed a number of specific
communications issues, including:

® How will my network perform when the traffic load
increases?

® What are the requirements for number of links,
switch speeds, and buffer sizes for my wide area
network?

® What will be the impact of a link failure?

® What protocols will provide the best network
performance?

® What is the best design for my new communications
network?

® What will happen when additional PCs or
workstations are added to my local area network
(LAN)?

® What impact will adding a new application such as
image processing have on my LAN?

® Will I need to upgrade my Ethermet to Fiber
Distributed Data Interface (FDDI) in a year?

® What is the probability of a blocked call in my
telecommunications network?

The following is a list of performance measures that
are commonly used in simulation studies of networks:

® Throughput (e.g., in kilobits per second)

® End-to-end delay

® Delay from point A to point B in a network

® Number of "data units” in a queue or a buffer
® Utilizations of nodes or links

® Probability of a blocked call

3 SIMULATION SOFTWARE FOR NETWORKS

One of the major tasks in building a simulation model of
a communications network is that of converting a system
description into a computer program. An analyst may
use either a general-purpose programming language (e.g.
FORTRAN or C) or simulation software for this
purpose. Some advantages of a programming language
are as follows:

® Most modelers already know a programming
language, but this is often not the case with
simulation software.

® FORTRAN or C are available on virtually every
computer, but a particular simulation software
product may not be available for the analyst’s
computer.

® Software cost will generally be considerably lower
(but not necessarily project cost).

The major advantage of using simulation software is
that they automatically provide most of the features
needed in programming a simulation model, resulting in
a significant decrease in programming time (and usually
project cost). Simulation software also provide a more
natural framework for system modeling. In general, we
believe that an analyst would be prudent to use
simulation software to model a communications network.

There are two types of simulation software that can be
used for modeling communications systems: general-
purpose simulation languages and network-oriented
simulation packages. A simulation language is useful for
simulating a wide variety of system types, including
communications, manufacturing, and military. Examples
of simulation languages are GPSS/H, MODSIM II,
SIMAN 1V, SIMSCRIPT II.5, SIM++, and
SLAMSYSTEM. Network-oriented simulation packages
are designed specifically for simulating communications
networks. They may require even less programming
time than a simulation language and have modeling
constructs closely related to the components of a
communications system (e.g., nodes and links).
However, certain of these packages may not have as
much modeling flexibility as simulation languages.
Examples of network-oriented products are BONeS,
COMNET II.5, LANNET II.5, LANSIM, MOGUL,
NETWORK II.5, OPNET, and SES/workbench.

Note that an important feature for simulation software
to be used for network modeling is fast model execution
speed, because in some networks a very large number of
messages will need to be simulated.

4 DEVELOPING VALID AND CREDIBLE
SIMULATION MODELS

A simulation model is a surrogate for actually being able
to experiment with a communications system. Thus, an
1dealized goal in building a simulation model is for it to
be valid enough so that any conclusions drawn from the
model would be similar to those derived from physically
experimenting with the system (if this were possible). It
is also important for a model to be credible; otherwise,
its results may never be used in the decision-making
process, even if the model is valid.

The following are some important ideas/techniques for
deciding the appropniate level of model detail, for
validating a simulation model, and for developing a
model with high credibility:

® State definitively the issues to be addressed and the
performance measures for evaluation at the beginning
of the study.

® Collect information on the network configuration and
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protocols based on conversations with all important
people associated with the system.

® Delineate all information and data summaries in an
"assumptions document. "

® Interact with the manager on a regular basis
throughout the study.

® Perform a  structured  walk-through (before
programming) of the conceptual simulation model as
embodied in the assumptions document before an
audience of all key project personnel.

® Use sensitivity analyses (see Law and Kelton 1991)
to determine important model factors.

® Compare performance measures (e.g., average end-
to-end delay and throughput) for the existing network
(if there is one) to comparable performance measures
for a simulation model of the existing network.

5 STATISTICAL ISSUES IN NETWORK
SIMULATION

Since random samples from input probability
distributions (e.g., the distribution for interarrival times
of messages) are used to "drive” a simulation model
through time, basic simulation output data (e.g., end-to-
end delays of messages) or an estimated performance
measure computed from them (e.g., average end-to-end
delay from the entire run) are also random. Therefore,
it is important to model the random inputs to a
simulation model correctly and also to design and
analyze simulation experiments in a proper manner.
These topics are briefly discussed in this section.

5.1 Modeling System Randomness

Two major sources of randomness for communications
networks are the form of the traffic and the random
breakdown of network components (e.g., a link).

It appears that network traffic should be modeled in
terms of "messages” (i.e., those data units that are sent
from application to application) rather than the packets
(or frames) that are actually sent over the network
medium. Furthermore, a message from one node in the
network is not equally likely to go to every other
network node (as often assumed), rather there is often
bidirectional traffic between two nodes (a series of
requests and acknowledgements). References on traffic
modeling are Gusella (1990), Heimlich (1990), and
Khalil, Luc, and Wilson (1990).

Because network components are generally quite
reliable, equipment breakdowns are not typically
modeled in a simulation. An exception is where one is
interested in the transient response of the network, e.g.,
the ability of the network to reconfigure itself after a link
failure. In such cases, the operational status of a

component can be modeled as an "up” period of random
duration followed by a "down" (or repair) period of
random duration.

5.2 Design and Analysis of Simulation Experiments

Because of the random nature of simulation input, a
simulation model produces a statistical estimate of the
(true) performance measure not the measure itself. In
order for a simulation estimate to be statistically precise
(have a small variance) and free of bias, the analyst must
specify for each network configuration appropriate
choices for the following:

® Length of each simulation run
® Number of independent simulation runs
® Length of the warmup period, if one is appropriate

We recommend always making at least three to five
independent runs for each configuration, and using the
average of the estimated performance measures from the
individual runs as the overall estimate of the
performance measure. (Independent runs mean using
different random numbers for each run, starting each run
in the same initial state, and resetting the model’s
statistical counters back to "zero" at the beginning of
each run.) This overall estimate should be more
statistically precise than the estimated performance
measure from one run.

When simulating certain types of communications
systems, we are often interested in the long-run (or
steady-state) behavior of the system, i.e., its behavior
when operating in a "normal” manner. On the other
hand, simulations of these kinds of systems often begin
with the system in an empty and idle (or some other
unrepresentative) state. This results in the output data
from the beginning of the simulation not being
representative of the desired "normal” behavior of the
system. Therefore, simulations are often run for a
certain amount of time, the warmup period, before the
output data are actually used to estimate the desired
measure of performance. Use of these warmup-period
data would bias the estimated performance measure.

A comprehensive treatment of simulation output-data
analysis can be found in Law and Kelton (1991).

6 SIMULATION ANALYSIS OF A
COMMUNICATIONS SYSTEM

In the actual conference presentation, we will give a
detailed simulation analysis of a wide area
communications network. The following performance
issues will be addressed:
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® Is the performance of the existing network
satisfactory?

® What impact will a link failure have on system
performance?

® How much can the traffic rates be increased before
the system "blows up"?

® What impact will changing the message sizes and the
form of the traffic have on system performance?

REFERENCES

Gusella, R. 1990. A measurement study of diskless
workstation traffic on an Ethernet. IEEE Transactions
on Communications 38:1557-1568.

Halsall, F. 1992. Data communications, computer
networks and open systems. 3d ed. New York:
Addison-Wesley.

Heimlich, S. A. 1990. Traffic characterization of the
NSFNET national backbone. In Proceedings of
USENIX Conference-Winter, 207-227.

Khalil, K. M., K. Q. Luc, and D. V. Wilson. 1990.
LAN traffic analysis and workload characterization.
In Proceedings of the 15th Conference on Local
Computer Networks, 112-122. Institute of Electrical
and Electronic Engineers, Minneapolis.

Kleinrock, L. 1976. Queueing systems. Volume 2:
Computer applications. New York: Wiley.

Law, A. M., and W. D. Kelton. 1991. Simulation
modeling and analysis. 2d ed. New York: McGraw-
Hill.

Law, A. M., and M. G. McComas. 1990. Secrets of
successful simulation studies. Industrial Engineering
22:47-48,51-53,72.

Martin, J., and K. K. Chapman. 1989. Local area
nerworks: architechures and implementations.
Englewood Cliffs, New Jersey: Prentice-Hall.

Stallings, W. 1991. Data and computer
communications. 3d ed. New York: Macmillan.

Tannenbaum, A. S. 1989. Computer networks. 2d ed.
Englewood Cliffs, New Jersey: Prentice-Hall.

AUTHOR BIOGRAPHIES

AVERILL M. LAW is President of Averill M. Law &
Associates (Tucson, Arizona), a company specializing in
simulation model building, training, and software. He
has been a simulation consultant to more than 70
organizations, including General Motors, IBM, AT&T,
General Electric, Nabisco, Xerox, NASA, the Air
Force, the Army, and the Navy. He has presented more
than 190 simulation short courses in 12 countries, and
delivered more than 100 talks on simulation modeling at
technical conferences.

He is the author (or coauthor) of three books and more
than 35 papers on simulation, manufacturing, operations
research, and statistics, including the textbook Simulation
Modeling and Analysis that is used by more than 30,000
people worldwide.  His series of papers on the
simulation of manufacturing systems won the 1988
Institute of Industrial Engineers’ best publication award.
He is the codeveloper of the UniFit II software package
for selecting simulation input probability distributions,
and he developed a four-hour videotape on simulation
with the Society for Manufacturing Engineers. Dr. Law
wrote a regular column on simulation for Industrial
Engineering magazine from 1990 through 1991.

He has been a tenured faculty member and has taught
simulation at the University of Wisconsin and the
University of Arizona. Dr. Law has a Ph.D. in
Industrial Engineering and Operations Research from the
University of California at Berkeley.

MICHAEL G. MCCOMAS is Vice President for
Consulting Services of Averill M. Law & Associates.
He has considerable simulation modeling experience in
a wide vanety of application areas, and is the coauthor
of four published papers on simulation. His educational
background includes an M.S. in Systems and Industrial
Engineering from the University of Arizona.



