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ABSTRACT

Satellite constellation resiliency is an important consideration gaining momentum at the top levels of the
Air Force and at Air Force Space Command (AFSPC). The increased availability of threats to satellite
systems is challenging the capabilities provided by space assets. We use the System Effectiveness Analy-
sis Simulation (SEAS) to model tli&obal Positioning SystefGPS constellation in an urban canyon
environmentThe GPS provides information to a special operation force (SOF) in their effort to recover a
weapon of mass destruction (WMD). By varying the type of operations and the number of satellites lost
in the simulation, insight is gained into the impact of degradation through the selected top level mission
metrics.Statistical difference tests and a designed experiment reveal a resiliency threshold on the number
of satellites removed from the constellation. As altesie conclude that the GPS constellation is resili-

ent even after the loss of several satellites.

1 INTRODUCTION

Satellite design is shifting from large monolithic satellites of the cold war to spmatee disaggregated
satellite constellations. The change is prompted by increasingly accessible satellite degradation tech-
niques, whichmay inhibit national security by reducing the support of mission critical space systems. The
vulnerability in our space systems is due to an inherent susceptibility to &y wdirilereats as noted in the
following statement by Dr. Stuart Eves: ‘#ectrum of threats from [An8atellitg weapons, RF weap-

ons, cyber attacks, demons conducting disruption or surveillance operations, physical attack on ground
infrastructure, laseweapons, charged and neutral particle beams, and camouflage concealment and de-
ception” (Buckerfield de la Roche 2011).S. satellite systems must tmbust tothese threats to ensure
national security.

Acting Air Force secretary Eric Fanning also recognizes the vulnerability of our military space sys-
tems(Host 2013) He asserts the need foneéw strategies and new architectures for space to try to in-
crease resiliencgHost 2013) General Shelton, former commander of AFSPC, echoes Mr. Fanning's re-
guest for an increase in satellite constellation resiliémtlye following statement:

Our satellites provide a strategic advantage for the U.S., and as such, we
mustconsider the vulnerabilities and resilience of our constellations. My
staff at headquarters Air Force Space Command, alongside the team at
the Spae and Missile Systems Center, is leading efforts at balancing re-
silience with affordabilityAir Force Space Command 2013).
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As a result, the Space aMissile Center (SMC) of the United Statds Force (USAF)has begun re-
search intospace system resiliency analysis. The results fromrdbéiency research will have far
reachingimplications that willaffectthe design and acquisition process of fusatellite space systems.
Ensuring the security and capability of military satellite constellations through increasing efforts toward
resiliency is essential for national security.

The goal of this papes todemonstrata methodology folGPSsatellite constellatioresiliency anal-
ysisin an urban canyon environmeResiliency is assesség using quantitative metricsaptured frona
scenario modeled iIBEAS The metrics selected reflect overall top level mission priorities and are pri-
marily drawn from he suggested measures found in the background resdanchwith the capabilities
of SEAS. Furthermore, insight from the metrics is gained si#ltistical confidence intervals and a de-
signed experiment.

The paper beings with some background on resiliency, GPS type satellites constellati@sAand
We describe ouscenario and modificatismmade to capture reighcy for our simulation studyResults
and analysis are presented along with suggestions for future research.

2 BACKGROUND

2.1 Resiliency

There arean array of different definitions and applications for resiliency ranging from ecology to eco-
nomics(Reid 2013)As a result, it is important to select the correct definition of resiliency that is specific
to space systems. Fonately, AFSPCprovides a definition of resédincy: ‘Resiliency is the ability of a
system architecture to continue providing required capabilities in the face of system failures, environmen-
tal challenges, or adversary actionsir(Porce Space Command 2013). We use AFSPC's definition of re-
siliency for the remainder of the paper.

Investigation into space system resiliency is a new area of study being explored by a number of re-
searchers including Northrop Grumman Aerospace Systemighe Air Force Institute of Technology
(AFIT). Northrop Grumman argues that space system resiliency is best assessed by the ability of the sys-
tem to meet key performance parameters (KPPs). Northrop Grumman also identifies two different KPP
approachs to assessing satellite resiliency under adversarial threats: Galayti deterministic model-
ing. A moredetailed engineering lev&8PS constellation analysisy Bell (2010)focuses specifically on
how best to augment the current GPS constellation to lietgierformance under degradation. The prin-
ciple metric Bell collected from the Systesolkit (STK) is the position dilution of precision (PDOP),
which is a common technical metric detailing the geolocation geometry provided by the GPS constella-
tion. One important insight gained from the study is the importance of the geometry of the satellites over
the area of interest. He notes that scenarios with more satellites overhead does not necessarily mean that
the PDOP value will be bett¢han a constellation where fewer satellites provide better geolishy
2010).

Several other notable studies focus on GPS in an wdrayon environment. The first studyper-
formed in Bazil and assesses GPS performance in a computer simulation using elevation and building
databasefCosta 2011)The research focuses on the signal to noise ratio of the path between the satellite
and theuser to determine if the environmagtaffecting the transmission of geolocation information
(Costa 2011). Validation of the simulation model is accomplished by collecting real world GPS data from
four stationary locations and two different routes in Rio de Janeiro (Costa 2011). During the two valida-
tion routes, Costa (2011) collects data on the probability of having geolocation information from four or
moresatellites, whichs also reflected in our studgnother article discusses the techniques to overcome
GPS degradation in an urban canyon environnfehang 2009)The article coverseveral methods to
include: a pseudorange predictor when GPS ranging signal is blocked by buildings, an altitude-hold algo-
rithm which can be used when only three GPS satellites are visible, a clock bias prediciorcosdul-
nation with the altitude-hold algorithm once the number of GPS satellites drops to tveocanstraint
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filtering method for zero or one GPS satellites in view (Chang 2009). They also provide static and dynam-
ic experimental results to validate their methdclsgng 2009).

2.2  Threats

Military satellite systems are crucial to the U.Bowever, they are also highly vulnerable. Northrop
Grummanstates that, “Bpecially troubling are the low cost and short cycle times of very effective threats
when comparg with the investments that are made in [Department of Defense] space sybimimexX-
ample, pamming is a common and easily implementable threat available to most foreign Stafing

is another type chttackthat can bepplied to GPS receive(Blumphreys, Psiaki, and Kintner 2008y
simply adding a time delay to a GPS signal, adverseaiesspoof'or confuse a GPS receiver adding er-
rors to position estimations and providing incorrect time stamps (Airst 20%03istent cyber threats al-

S0 permeate into the space domain due to a satellite's inherent dependence upon computer téchnology.
report from AFSPGtates that, “Gace systems that rely on complex software and Hfaglipency links
could be susceptible to [cyber] attacks, despitrist cryptographic protectionSatellites are also highly
vulnerable to kinetic attacks. In 2007, China destroyed a weather satellignveitttisatellite missile in a
supposed:ffort to shake U.S. dominance in spdEastAsia-Intel Reports 2007)The escalation of the
availability of threats only increases the need for research into space system resiliency.

2.3 Position, Navigation, and Timing (PNT)Satellite Systems

Position, navigation, and timing satellites are used in both military and civilian applications. The most
familiar PNT satellite constellation is the Global Positioning System, whiotvned and operated by the
United States Air ForcéChaplain 2009). GPS satellites nominally operate by transmitting a ranging sig-
nal thatis collected at a GPS receiv@tarkinson 1996)Since the speed of the GPS signal is a known
constantand the position of the GR&tellite is knownthe GPS receiver can take the difference between
the signal transmit time and received time to calculate the distance from the satellite to the receiver. Col-
lecting distances from multiple satellites allows the GPS receiver to lteglfebased upon the only pos-
sible intersection of the ranging signéidem the satellite§SpaceBased PNT National Executive Com-
mittee 2014).

In order to ensure the highest global precision for military efforts, the GPS constellation must provide
a minmum of 24 operational satellites (Chaplain 2009). The constellation has six nominally circular
planes inclined at 55 degrees each with four operational GPS satellites per plane. Each GPS satellite has
an orbitalperiod of 12 burs. Additionally, a GPS receiver must be able to receive GPS data from a min-
imum of four of the 24 available satellites in order to provide three-dimensional location information. The
more satellites a receiver can process and the larger the angle between received satellites, the better the
position estimation. (Parkinson 1996)

The urban canyon environment is one type of challenging envirorfore@PSthatis characterized
by tall buildings, long narrow streets with a minimum number of intersections, tunnels, and elevated rail-
ways, all of which can negatively affeGPS effectivenesg/icek, McLain, and Murphy 1993Vicek,
McLain, and Murphy(1993)further statethat, “Reflected signals and relatively poor geometries make
GPS derived position fixes less accurate than those made in a more benign environment”. Japan experi-
ences habitually unstable GPS service due to the effects of their urban canyon envifQzi8&n2013)
As a result, they are launching four new satellites to augment the GPS constellation over Japan in order to
reduce multi path errors and increase satellite availability (QZSS 2013).

2.4  SEAS

SEAS is an AentBasedSimulation (ABS) developed for military utility analysisupportingacquisition
programs and system development. SEAS is most often used for scenario focused simulations between
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opposing forces. AsreABS, SEAS allows entities to react based upon their perception of the environ-
ment and theipreprogrammed rule structure, ideal for use in this study.

3 METHODOLOGY

3.1

The selected scenario was developed by SMC/XR with initial analysis presetitedMititary Opera-

tions Research SocietiMORS) symposium (Daint2009).The urban canyon scenargimulates é5pe-

cial Operations Forceeam moving through a Middle Eastern city searching for a Weapon of Mass De-
struction The scenario begins with the S@am landing in the city and heading directly to the WMD.

After the WMD has been secured, the SOF team navigates through the city to an evacuation location.
Successful navigation is aided by the GPS receiver embedded with the SOF team. Major degradations t
the GPS constellation can cause the SOF team to lose its position knowledge;amhiedd to enemy
engagements and extend mission duration. When the SOF team successfully makes it to the evacuation
location the mission is considered a succemsgirel displays the logic of the sceiaar

Scenario Description
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Figure 1:The urban canyorcsnariologic flow chart (Dainty 2009).

The urban canyon scenario has several input parameters that can be changed to reflect different sys-
tem characteristics of intere§our parameterdirectly relatel to theGPS constellatioincludeaccuracy,
availability, timeliness and the number of sdlites ranoved by enemy action. GPS accurearyges from
five to 40 metersrad represents the position accuracy given to the GPS receiver utilized by the SOF team.
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The smaller the value of GPS accuracy represents a higher effectiveness of the GPS constellation. GPS
availability is scaled fronzeroto oneand represents the probability that the GPS constellation is able to
provide geolocation informatiaafter the loss of signalln our studyavailability is specifically restricted
between 0.34 and 0.95.18wer probability of availability is used to simulate the impact of the urban en-
vironment, whichmay reduce the chances of contacting the GPS satellite. Another GPS parameter is
timeliness, whictreflects the amount of time required for the GPS receiverdvide geolocation infor-
mation to the SOF teamVe chose to maintain the same value for timeliness at 5 seddrdsumber of
GPS satellites removddbm zero to tens the finalparameter used to affeitte constellation. Forxam-
ple, one design paimight require five of the original ten satellites in view to be removed from the simu-
lation to reflect a period of degradation. The combination of the four GPS parameters allows for top level
control of the GPS constellatiotapability It is important to note that the simulation does not use a de-
tailed GPS geolocation algorithm or provide a highly detailed perspective on the satellite constellation.
Instead, the modébcuses on using the higher level input parameters to reflect the capabilities of the GPS
constellation.
The principal component of the blue forces is the 50 soldier SOF team. Several rules of engagement
govern the actions of the agents representin@G@®ie team. Each of the rules of engagement is processed
at ewery time step in the simulatigftEAS 2014) SOF team movements are heavily reliant upon their
confidence in the GPS geolocation estimation, wiécdependent upon ehnumber of GPS satellites
available. For example, once fewer than six GPS satellites are available, then the SOF team decreases
their movement speed. The most extreme impact occurs when there are fewer than four GPS satellites.
More accurate movements of the SOF team leads to a shorter mission duration with a minimal loss of life
(SEAS 2014)The SOF team is most aided by a GPS constellation that has a low value for accuracy, high
probability of availability, low timeliness, and a high number of visible GPS satellitesspecifically
remove satellites within view of the SOF team during the simulation to represent directed enemy actions.
The red force structure is composed of several generic unit categories to include roildasy fo-
lice, and civilians. Red military units are the main threat to the SOF team and engage in combat whenever
possible.The red police and civilians will not engage the SOF tdawever, they can communicate the
location of the SOF team to the red military. If the civilians and police can communicate effectively, then
the red military will be more sucssful at engaging the SOF team (SEAS 2014).

3.2 Modif ications

One modificatiorof the scenarioemoves available satellites from the scenariiny number of satellites
can be randomly or purposely selected within the model for omission. Removing sasalifgesera-
tive of many real world threats todimdekinetic strikes, cyber attacks, environmental weather variations,
and system failure.

The second modification is an addition to the GPS Unit logic structure. In the original model, the
SOF team receives decrease in overall travel speed if less than six GPS satellites are.iffwiexpand
the original model and connect the GPS Unit more directly to the scenario, the logic statements also in-
clude changes to the input parameters of GPS accuracy atab#itsi Additionally, the logic statements
are expanded to provide changes to the input parameters for every number of available GPS satellites un-
der ten As the number of satellites in view increadesinput parameters are changed througineeas-
ing linear scale for GPS availability and a decreasing exponential scale for GPS accuramyitiphea-
tion factors for accuracy and availability asleown inTable 1 Specific parameter values for accuracy
and availability use these factors for normal or degraded operations defined later.

3.3 Selected Metrics

Each of the selected metrics conndxask to one of four campaidevel priorities: WMD recoveryat all
costs, nmimize blue force casualtiesjmmize mission duratiorandGPS functioning as intended.
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Tablel: The GPS unit parameter factors per the number of GPS satellites in view.

Number of Visible Multiplication Factor
GPS Satellites Accuracy Availability
<4 4 0.4
5 3.17 0.5
6 2.52 0.6
7 2 0.7
8 1.59 0.8
9 1.26 0.9
10 1 1

Thefirst metricis missiondurationthatconnects directly to the third campaign level prion ex-
tendedmission duration can occur if the GPS constellation is degraded by having a fewer number of sat-
ellites, which decreases accuracy and availabilityle increasinghe probability otthe SOF tearbeing
lost. Any additional time lost is a sign of failuretbé GPS constellation to provide the required capabili-
ties indicating a lack of resiliency.

The number of blue casualtiissthe second metric, whidonnects to the second campaign level pri-
ority and provides insight into the SOF team losses. Agwificant increases the amount of blue casu-
alties across scenarios reflects a weakness and lack of resiliency of the GPS constellation.

The number of engagements is intertwined with the number of blue casualties and is therefore also
connected to the second campaign level priority. Reducing the number of engagements leads to a de-
creased loss of life along with a decreased mission duration. The best way to avoid engagements is to
move precisely through the city to the evacuation point. As a result, if the number of engagements signifi-
cantly increases with GPS degradation, then it is possible to conclude that the GPS constellation is not
providing the required capability and is therefore not exhibiting resiliency.

The percentage of time that less than four GPS satellites are imsviesvfinalmetric, whichreflects
the functionality of the constellation. GPS is specifically designed to provide accurate geolocation data to
a receiver with a minimum of four GPS satelli{f€arkinson 1996)If the number of GPS satellites in
view drops below four, then it is reasonable to argue that the SOF team movements are significantly im-
pacted and the successful removal of the WMD is diminished. The metric specifically relates back to the
fourth priority, whichis concerned with the functionality of GPS. If the GPS constellation is not function-
ing as intended, then from a top level mission perspective, the substantial monetary investment in GPS is
not providing the expected return in capability.

3.4  Analysis Approach

The first method of analysis compares the metrics across unique desigrupivigtstatistical difference

tests. Each design mbis defined by either a nominal or a degradtting operational condition, which

can be further degraded by removing a number of the satellites attained from the initial target list. The ob-
jective is to determine if there is a significant difference between the metrics from one scenario to anoth-
er. We utilized the Paired T test to compare the metrics shiowiable 2.The Paired T test require-
proximatelynormal daa for analysishowever, it is robust to deviations in normali8ome of our data

did not pass a formal Anderson Darling goodnestdest; however, the deviations in normality were

not severe.

In an effort to represent current scenario performance, the nominal operations are defined by expected
GPS constellation input parameters. The two most important parameters are the GPS accuracy and avail-
ability, whichare set at 5 meters&0.95,respectfully. It is reasonable to assume that the GPS constella-
tion is not perfect, but is highly accurate and readily available. GPS timeliness is kept at five seconds
which is the fastest value used by the previous model developers.
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The degraded operations reflect a minor loss of GPS capabifie only changes made to nominal
operations are the reduction of GPS accuracy and availability. GPS accuracy is increased to 10 meters and
the availability is reduced 1©.85. The degraded scenario represents the impact of the urban canyon envi-
ronment vinere the geolocation estimates can be impacted along with the connection to the GPS satellites.
The remaining input variables remain the same as those in the nominal operations.

To simulate the loss of satellites due to the array of threats mentionedaadkground, satellites are
purposefully eliminated from the scenarithe satellites selected for removal are attained from the initial
target list of the GPS Unit and remain omitted for the duration of the simulation. Using the target list ena-
bles the emoval of the satellites specifically in view of the area of operations, instead of removing a sat-
ellite atrandom, whichmay not be important. This also implies a red force capability to identify and rap-
idly target specific satellites. The number of satellites removed ranges from zero to ten of the initial
satellites and is used in combination with either the nominal or degraded operations scenarios.

The second method of analysis il factorial designed experiment, whithperformed t@rovide
insight into the most important variables affectithg selected responses. The responses of interest are the
metrics to assess resiliency. The designed experiment inwalgdsctors. The first factor is the use of
either the nominal or degraded operations, while the second factor is structured on the number of satellites
removed. Using the results from the designed experiment, it is possible to determine which factor most
affects overall resiliency.

The number of replications for each design point is driven by the need to provide accurate analysis
balanced with the resources required to complete one replicBoh.replication only requires several
minutesand the dat&or our responses was approximately normal with as few as 20 replications. Our fi-
nal selection was based providinga reasonable standard deviation relative to the mean values for all
metrics. We looked closely at results for 20, 25, and 30 replicatimhselected 25 replications as a good
balance across all metri¢sor the remainder of the study each design point contains 25 replications.

4 RESULTS

4.1 |Initial Analysis

To gain apreliminaryperspective on the data, an initial analgsimposed of a varietyf design poing at

the extreme and moderate levels of each fastgerformed The design points represent all possible
combinationsetween nominal and degraded operations paired with fregp or ten satellites removed.

The metrics for each desigmint are compared to determine if there is a ste&ily significant differ-

ence. The presence of a statistical difference indicates a metric impacted by the factor level changes to the
simulation.Table 2 displays results whicmaintain the same nominal operations, variesthe number

of satellites removedBolded difference confidence intervals indicate that there is a statistically signifi-
cant diference in the miric at the individual95% confidence level. Additional comparison tables are
available in Burns (2015).

Table2: Nominalscenarioss. number of atellitesremoved 95% confidencaterval comparison.

_ Scenario Comparison
Metric Nom-5 — NomO Nom-10 — NomO Nom-10 — Nom5
Duration (min) 7.52+7.40 47.31+£11.18 39.79+£9.38
Casualties 3.00 +£10.86 16.68 £ 8.21 13.68 £ 6.59
Engagements 2.20 £ 3.00 5.80 +2.28 3.60 £ 2.07

There are several trends which are nearly significant in comparisons included in Table Riamid in
lar comparisons in Burns (2013)he first trend shows mission duration is always significantly different
and always increases in value with increased degradalimiole2 also show that there is a large magni-
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tude of difference betweatesign pointas indicated by the point estimators and half widiltke confi-
dence intervals. This helps support the conclusion of a practically as well as statistically sigthffeant
encein the metric A key insightfrom the trend is that the overall mission duration is highly sensitive to
GPS performance. If the WMD needs to be removed in minimal timahaving the highest performing
GPS constedition would be critical. As a resuf the preliminary analysjsnisson duration is the focus
of more specific analysis presented in this paper.

The second trend is the significandiéference thabccurs when there are more satelltesoved.
The number of casualties and number of engagesaemnot significantly different in nominal operations
when compared between zero and five satellites removed as shdablén2. However, the same met-
rics exhibit a significant difference when compared between zero aad teell as with e and ten sat-
ellites removed. The pattern may be an indicationrafrdinear change in the metrics with increased sat-
ellite removalsWhile we showstronger statistical evidence @€émnds in Burns (2015}he two initially
identified trends included here guide this paperard sensitive response variables.

After the preliminaryanalysis, ie full experiments completed whiclinvolvescollectingdata from
the remaininglesign pointsThe objective is to have data from every level of satellite removal from zero
to ten for both the nominal and degraded operatibaisle3 depicts e runs configuration.

Table3: Full productionuns

Factor Levels Design Points Total Replications
Operations 2 22 550
Number of Sat Remove: 11

Using the complete data set, graphical insight is gainembimparing the confidence intervals across
all of the design points. Figugeplots the individual 95% confidence intervals of the mission duration as
the number of satellites removed increases. The confidence intervals show a generally increasing trend in
mission duration as the number of satellites removed increase regardless of the type oheparkéyp
observation from the “Degradedéction ofthe graph displays a distinct jump between five and six satel-
lites removed where the confidence intervals no longer overlap. This is an indication of a statistically
longer mission duration once the GPS constellation loses six satellites.

Mean(Mission Duration) vs. Number of Satellites Removed = Mean(Mission Duration)
Operations
Degraded Mominal

150

L

1004

Mission Duration

01 2 3 4 5 6 7 8 91001 2 3 4 5 6 7 8 910
Number of Satellites Removed

Figure 2: Mission duration individual 95% confidence interval graph.
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4.2  Designed Experiment

Next, adesigned experiment is performed to determine how the factors thieesponse variables. Due

to the minimal resources required to complete one replication, a full factorial design is utilized to provide
un-aliased analysis between the levels of the factors. Insights are gained from an effects model which fo-
cuses on each factor along with the interaction between the factors. The results are analyzed 4in the two
factor analysis of variance (ANOVA) table to determine the significance of each factor. (Montgomery
2013)

The responses under consideration are the mission duration, number of casualties, number of en-
gagements, and the percentage of time less than fours@BlBtes are availableMission duration is
classified as a continuous response where as casualties and engagements are integer variables. The per-
centage of time less than four GPS satellites are available is also unique in that it is continuous, but is
bounded between zero and one. Each of the respans@nalyzed through the ANOVA.

There are two factors used in the mameinclude the type of operations and the number of satellites
removed. The type of operations is a nominal variable composed of two levels; nominal or degraded op-
erations as described earlieMhe number of removed satellites from the model is the defamtor,
which is also considered nominal and has 11 different levels to reflect the integer value of satellites re-
moved from zero to ten.

4.2.1 ANOVA

The ANOVA is performed on each response variable by using both factors and their interaction. Upon
furtherinspection, the addition of the interaction variable between the factors does not provide any signif-
icant benefit to the model. Instead, the marginal gain in model statistics with the interaction term is not
worth over fitting the model with a new set @&riables. Furthermore, with the exception of the percent-
age of time less than four GPS satellites are available, the lack of fit test did not reject the null hypothesis
indicating that an interaction term is not necessary. As a result, all of the regression models are restricted
to using the single factors as effecdNOVA model residuals are checked for constant variance and
normality for all responses with some minor deviations from normality. More details can be found in
Burns (2015).

Key results fromthe ANOVA includetheR? — adjusted value andhe significance of the overall
model along with the individual factor§he best models are based on the mission duration and the per-
centage of time there are fewer than four GPS satellites avaldi@VA enables insight into the spe-
cific situations thatnostaffect GPS constellation resiliencummary statistics from each of the models
are displayed in Table 4.

Table4: ANOVA model statistics w/aieraction erm

o Response

Summary Statistics Duration Casualties Engagement % < 4 GPS

R? 0.577 0.255 0.327 0.922
R? — adj 0.568 0.24 0.314 0.92

MSE 385.4 158.36 15.593 0.002
Overall F <.0001 <.0001 <.0001 <.0001
Lack of Fit 0.0627 0.0771 0.4188 <.0001
Operations <.0001 <.0001 <.0001 0.0988
SatllitesRemoved <.0001 <.0001 <.0001 <.0001
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4.2.2 Tukey’s Test

There are several unique groupings displayed in the Taikest results for thenissionduration model

shown inFigure3. The first grouping displays that removing eighioresatellites produces statistically

similar outputs that are statistically different from the remaining levels of satellites removed. Other group-
ings occur for six and seven satellite removals along with the remaining zero through five satellite remov-
als. Each of the groupings indicagesific threshold values for the levels that will generate the same re-
sponse. For example, the GPS constellation could lose zero to five satellites and experience the same
impact to mission duration. However, once a sixth satellite is removed, then treo&R&lation experi-

ences degradation leading to extended misdimatiors above 100 minutes on average. If more than sev-

en satellites are removed, then mission duration incséad£20 minutes on average. As a result, the dif-
ferent threshold levels prmle information into satellite resiliency.

LS Means Plot
140

1201 S
1001 B

507 I'I—I- _ II

0 1 2 3 4 5 i 7 a g 10
Mumber of Satellites Removed

Mission
Duration LS Means

Figure 3: Mission dration Tukey'stest esults

Each of the Tukeg plotsfor the remaining response variabfgsvide similar insight into the levels
of the number of satellites removed factor and help identify the critical thresholds for assessing satellite
resiliency. Across all of the Tukisyplots, it appears as though losing more than five GPS satellites leads
to significan differences in the response variable. If the number of satellites lost can be kept below five,
then it is possible to maintain response values that are similar to a scenario with zero satellites lost. More
analysis details are available in Burns (2015).

5  CONCLUSIONS

The analysis suggests that the GPS constellation in our scenario does exhibit resiliency in a degraded ur-
ban canyon environment. The ability to provide statistically similar model output metrics indicates that
even though the GPS specific pasders are degraded, the overall mission performance is not impacted.
This finding connects directly back to the selected definition of resiliency from AFSPC whithes, “
ability of a system architecture to continue providing required capabilities fladbeof system failures,
environmental challenges, or adversary action” (Air Force Space Command 2013).

One area for further research is the sensitivity of the GPS Unit logic structure in thecG#eAB/e
developed a logic sicture without any direct references that at face value appears reasonable. However,
it is highly likely that further investigation into the accuracy and availability of the GPS constellation will
provide a different logic structure. Another area forHartresearch is incorporating the geometry of the
GPS satellites instead of just the number in view as noted by Bell's (B&H3rchA final area for fur-
ther researcks to model different satelliteonstellations. The GPS constellation is inherently resilient due
to thelargenumber of atellites in several differemlanes. Other constellations, however, are not as di-
verse and may not be able to provide the same capabilities under degraded scenarios.

Satellite constellation resiliency is an important considerdtinthe future. Both current operational
decisions and future programmatic purchases should focus on selecting the constellation that will contin-
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ue to provide the necessary capabilities even in a contested environment. The methods and metrics for as-
sessing satellite resiliency are vital to ensuring that the analysis is directed properly and provides relevant
information. We have provideone method and set of metrics for assessing thigeresi of the crucial

GPS constellation in a challenging and degraded environment. While our results do indicate that the GPS
constellation exhibits resiliency, the required capabilities are negatively impacted after the loss of multi-
ple satellites. Furthierefinement of the study is required through either sensitivity analysis on the logic
structure or a more complex designed experiment in order to provide more definitive guidance to decision
makers.In addition, adding geometry based geolocation algenit is an important aspect of the SEAS
codefor strengthening the validity of the model. In addition, the methodology can be applied to other sat-
ellite constellations in order to reveal the hidden strengths and weaknesses of our space assets. Ensuring
resiiency for all of our satellite constellations is necessary for current and future operations in an effort to
maintain national security.
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