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ABSTRACT

Many different types of modeling and simulation (M&S)
applications, consisting of a combination of software,
hardware, and humanware, are used in dozens of disci-
plines under diverse objectives including acquisition,
analysis, education, entertainment, research, and training.
Certification of sufficient accuracy of an M&S application
by conducting verification, validation, and accreditation
(VV&A) requires multifaceted knowledge and experience,
and poses substantial technical and managerial challenges
for researchers, practitioners, and managers. The chal-
lenges can only be met by using a very broad spectrum of
approaches and expanding our horizons in VV&A. This
paper presents 13 strategic directions to meet those chal-
lenges. The strategic directions provide guidelines for suc-
cessful VV&A research and practice.

1 INTRODUCTION

The U.S. Department of Defense (DoD) is the largest
sponsor and user of Modeling and Simulation (M&S) ap-
plications in the world. DoD uses many types of M&S ap-
plications (such as continuous, discrete-event, distributed,
hardware-in-the-loop, software-in-the-loop, human-in-the-
loop, Monte Carlo, parallel, and synthetic environments
bringing together simulations and real-world systems) for
the purpose of acquisition, analysis or training. DoD In-
struction 5000.61 (DoDI 1996) states that “It is the DoD
policy that: ... models and simulations used to support ma-
jor DoD decision-making organizations and processes ...
shall be accredited for that use by the DoD component
sponsoring the application.”

Assuring the credibility of all those diverse types of
complex M&S applications for acquisition, analysis or
training poses significant technical and managerial chal-
lenges for researchers, practitioners, and managers. We
must use a very broad spectrum of approaches and expand

653

William F. Ormsby

Naval Surface Warfare Center
Dahlgren Division, Code T10
17320 Dahlgren Road
Dahlgren, VA 22448, U.S.A.

our horizons in VV&A in order to meet those challenges.
In this paper, we propose 13 strategic directions to achieve
this goal.

2 EXPANDING VV&A FROM ACCURACY-
CENTERED ASSESSMENT TO QUALITY-
CENTERED ASSESSMENT

Verification deals with transformational accuracy. Validation
deals with behavioral or representational accuracy. Accredi-
tation is defined as “the official certification that a model,
simulation, or federation of models and simulations is ac-
ceptable for use for a specific purpose” (DoDI 1996). The
term “acceptable” commonly refers to accuracy; accredita-
tion therefore is conducted mainly for accuracy assessment.

One of the principles of testing dictates that complete
M&S testing is not possible (Balci 1997). Exhaustive
(complete) testing requires testing the M&S application
under all possible inputs. Combinations of feasible values
of M&S input variables can generate millions of logical
paths during execution. Due to time and budgetary con-
straints, testing the accuracy of so many logical paths is
impossible. Therefore, we say that “the only exhaustive
testing there is, is so much testing that the tester is ex-
hausted.” Consequently, in M&S testing, the purpose is to
increase our confidence in M&S accuracy as much as is
dictated by the M&S intended uses and project objectives
rather than trying to test the M&S application completely.

Although more than 100 verification and validation
(V&V) techniques (Balci 1998; Binder 2000) are available,
only a limited number of techniques are used in an M&S
project due to time and resource constraints. Limited test-
ing hinders our ability to substantiate sufficient M&S accu-
racy. Muessig, Laack, and Wrobleski (2000) indicate that
validation alone has well-known limitations and advocate
the assessment of accuracy together with M&S quality
characteristics.
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In those cases where the M&S application represents a
non-existent system or in many other cases, we rely on the
knowledge of subject matter experts (SMEs) in judging
M&S accuracy. However, identifying and employing high
quality SMEs is known to be very difficult (Glasow 1998;
Pace 1998). Therefore, due to subjective human judgment
and imperfect SME knowledge, no concrete conclusion can
be drawn about the accuracy of a reasonably complex
M&S application with 100% assurance.

Under the current V&V technology, we are unable to
claim sufficient accuracy of a reasonably large and com-
plex M&S application with 100% confidence due to M&S
complexity, reliance on qualitative human judgment, and
lack of complete testing. Sargent (1999) points out that
“Instead, tests and evaluations are conducted until suffi-
cient confidence is obtained that a model can be considered
valid for its intended application.” Therefore, the general
consensus is that M&S V&V should be viewed as a “con-
fidence building” activity.

For a reasonably large and complex M&S application,
the “confidence building” activity must be performed by
considering not only the M&S accuracy, but also other
quality characteristics that affect acceptability, and hence,
accuracy. The software quality characteristics are com-
monly called “ilities” in software engineering and include
the following: adaptability, availability, complexity, fault-
tolerance, maintainability, observability, performance,
portability, readability, reliability, reusability, safety, secu-
rity, survivability, testability, traceability, and usability.

Assuring a quality characteristic may enable us to in-
crease our confidence in the M&S accuracy. For example,
if the M&S application is assured to possess high testabil-
ity, we may have higher confidence in M&S accuracy as
opposed to the case where the M&S application is devel-
oped in a tightly integrated manner with poor testability.
Conversely, poor traceability may increase the complexity
of testing and reduce our confidence. Other quality charac-
teristics such as readability, usability, observability, main-
tainability, reusability, and adaptability might also serve to
increase our confidence in M&S accuracy.

In software engineering, software quality assurance
(SQA) is a practice for assuring the required quality char-
acteristics of a software product including accuracy
(Schulmeyer and McManus 1999). An M&S application
developed under an effective SQA program increases our
confidence in accuracy much more than the M&S applica-
tion developed without an SQA program.

In software engineering and other disciplines, accredi-
tation is referred to as “certification” and is carried out for
the quality characteristics. The following references de-
scribe how certification is currently practiced in software
engineering: (ISACC 1999, 2000; Loesh et al. 1999; Poore,
Mills, and Mutchler 1993; Rae, Robert, and Hausen 1995;
Rodriguez-Dapena 1999; Vermesan 1997, 1998; Voas
1998a,b,c, 1999a,b,c,d, 2000a,b; Wakid, Kuhn, and Wal-
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lace 1999; Wallace 1999; Wohlin and Regnell 1998; Woh-
lin and Runeson 1994).

Using the software engineering terminology, M&S ac-
creditation corresponds to M&S certification for the accu-
racy quality characteristic. However, if the M&S applica-
tion is a physical product (e.g., a flight simulator used for
training) that consists of hardware and software, quality
characteristics such as maintainability, usability, reliability,
safety, expandability, and adaptability may also be re-
quired in addition to the accuracy quality characteristic. In
this case, it may be necessary to certify the M&S applica-
tion for all those required quality characteristics, and not
only for accuracy.

Currently, the term “accreditation” is interpreted in a
narrowly defined manner. Such narrow-minded interpreta-
tion hinders our ability to do a better job in certifying M&S
applications. We should expand our horizons by studying
how software engineering and other disciplines assess ac-
curacy within the context of certification and total quality
management (TQM).

3 EXPANDING VV&A FROM PRODUCT-
CENTERED ASSESSMENT TO (PRODUCT /
PROCESS / PROJECT)-CENTERED
ASSESSMENT

In software engineering, measurement and evaluation are
commonly carried out in terms of product, process, and
project (Rae, Robert, and Hausen 1995; Arthur and Henry
1995; Arthur, Nance, and Balci 1993; Freedman and
Weinberg 1990). “Products” refer to the artifacts, created
during the development life cycle, such as the requirements
specification document, design specification document, or
code. “Process” refers to a series of activities conducted to
create a life-cycle product. Example processes include re-
quirements engineering, design, and code production.
“Project” deals with the management issues including per-
sonnel, resources, planning, and control.

Much of the M&S VV&A research and practice have
concentrated on product measurement and evaluation. Be-
cause of the reasons mentioned in the previous section, un-
der the current VV&A technology, we are unable to claim
sufficient accuracy of an M&S life cycle product with
100% confidence. Therefore, we must examine the proc-
esses employed in creating the M&S application as well as
how the M&S development activity is managed so as to
increase our confidence in M&S accuracy.

Carnegie Mellon University Software Engineering Insti-
tute (CMU SEI 1994) has developed the Capability Maturity
Model (CMM) as an application of the process management
concepts of TQM to software. CMM is now very commonly
used in the software industry as a means of judging software
development process maturity and quality.

CMM can certainly be applied to M&S application de-
velopment as well. Pointing out that “... the cost and effort
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involved with VV&A will be significantly reduced once
good software engineering discipline is enforced through
acquisition practices”, Conwell, Enright, and Stutzman
(2000, pp. 827-828) introduce CMM in support of M&S
VV&A. An M&S application developed by an organization
at CMM Level 3 is expected to carry more credibility than if
it were developed by an organization at Level 1.

For software certification, Voas (1998c, 1999b) pro-
poses the software quality certification triangle, which con-
sists of certification from three perspectives: product, proc-
ess, and personnel. He advocates that we can approach
certification from any one of the three perspectives, but a
combination of all three will provide the best balance.

4 DEVELOPING M&S APPLICATIONS USING
THE COMPONENT-BASED TECHNOLOGY

A recent symposium focused on making VV&A effective
and affordable (Glasow and Pace 1999). It was noted at the
symposium that component-based development is indeed an
effective and affordable way of creating M&S applications
and conducting M&S VV&A. A verified and validated
model component can substantially decrease the M&S
VV&A effort when reused. Such practice can significantly
decrease the time and cost of M&S development. Compo-
nent-based M&S development technology might be the “sil-
ver bullet” for effective and affordable M&S VV&A.

Component-based development is becoming increas-
ingly important (Brown 1996). Component-based software
development technology creation is currently led by NIST
under the advanced technology focused program on Com-
ponent-Based Software (NIST 2002). NIST cites many ad-
vantages of component-based development that can be re-
alized for M&S application development conditioned on
the following:

1. Establishment of a marketplace for component-
based M&S application development so that M&S
technology users can realize significant economic
benefits through (a) reduced M&S project costs,
(b) enhanced M&S credibility, and (c) expanded
applicability of less expensive technology.

2. Increased automation and productivity in M&S
application development enabling (a) improved
M&S quality characteristics, (b) reduced time to
develop, test, and certify M&S applications, and
(c) increased amortization of costs through M&S
component reuse.

3. Increased productivity of M&S project teams by (a)
permitting specialists in the application domain to
create higher fidelity M&S components, and (b)
providing a focus on discourse in M&S develop-
ment at a level far more comfortable to application
domain users than a programming language.
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4. Expanded markets for M&S application and com-
ponent producers by promoting (a) the creation of
systematically reusable M&S components, (b) in-
creased interoperability among M&S software and
non-M&S software products, and (c) convenient
and ready adaptation of M&S components.

Voas (1998a) indicates that “Off-the-shelf components
[COTS] could save the software industry considerable time
and money. However, the industry first needs a set of
black-box processes to certify the suitability of COTS
components.” Wohlin and Regnell (1998) present an ap-
proach for reliability certification of software components.

5 PRACTICING VV&A IN AN
INDEPENDENT MANNER

Independent verification and validation (IV&V) is a tech-
nique of long-standing in the field of software engineering.
The IEEE Standard for V&V states that “the IV&V re-
sponsibility is vested in an organization that is separate
from the development organization” (IEEE 1998, p. 58).
Boehm (1984, p. 76) advocates that “verification and vali-
dation activities produce their best results when performed
by a V&V agent who operates independently of the devel-
oper or specification agent.” IV&V is a cost-effective way
to mitigate the many risks inherent in large-scale software
development projects (IEEE 1998; Arthur et al. 1999; Ar-
thur and Nance 2000; Lewis 1992).

VV&A should be conducted under technical, manage-
rial, and financial independence (IEEE 1998). Technical In-
dependence implies that the VV&A agent determines, pri-
oritizes, and schedules its own tasks and efforts. Managerial
Independence implies that the VV&A agent reports to the
M&S application sponsor independently of the developer
organization. Financial Independence implies that the
VV&A agent is allocated its own budget for the M&S
VV&A and does not rely on the M&S development budget.

Several scenarios exist under which independence can
be achieved at different levels as depicted in Figure 1. The
M&S application developer can promote IV&V within its
organizational structure under three strategies:

1. Establish an SQA group, which reports to the up-
per management independently from the M&S
development group.

2. Subcontract the V&V work to another organiza-
tion (V&V agent), which reports to the upper
management independently from the M&S devel-
opment group.

3. Perform both (1) and (2) above.
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Figure 1: Achieving Independence at Different Levels

True independence can only be achieved when the
M&S application sponsor employs a VV&A agent, which
is completely independent from the developer organiza-
tion. The VV&A agent must be able to perform its respon-
sibility under technical, managerial, and financial inde-
pendence. It independently conducts M&S acceptability
assessment and formulates a recommendation for accredi-
tation / certification.

In those cases where the M&S application is already
developed or is a legacy M&S application, the VV&A
agent is called the accreditation agent. If the M&S applica-
tion is under development, the VV&A agent should be
hired as soon as the development is initiated. Two strate-
gies exist in this case: (a) the agent is hired as an independ-
ent accreditation agent, who only performs the acceptabil-
ity assessment at the end of the development life cycle, or
(b) the agent is hired as an independent VV&A agent, who
participates in the V&V activities and performs acceptabil-
ity assessment throughout the entire development life cy-
cle. The latter strategy offers many advantages, including:

e The developer gets feedback for acceptability as
the M&S application development progresses
throughout the life cycle,

e MA&S application errors and deficiencies are dis-
covered early in the life cycle,

e The complexity of M&S application acceptability
assessment is reduced,

e Communication between the independent VV&A
agent and the developer helps improve the M&S
application quality,

e The developer is encouraged to implement an ef-
fective SQA program, and

e M&S application product and resource risks are
significantly reduced.

6 PROVIDING COMPUTER-AIDED
SUPPORT FOR VV&A

Osterweil et al. (1996, p. 738) state that “a number of stud-
ies have suggested that 50-60% of the effort involved in
producing large software systems is devoted to quality as-
sessment activities such as testing, and the percentage may
be significantly higher for life-critical software systems.”
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They indicate that to meet substantial software quality
challenges, “it is necessary to improve the current tools,
technologies, and their cost-benefit characterizations.”

Each build or version of an M&S application,
throughout its development life cycle, is subjected to test-
ing so as to perform verification, validation, and/or accept-
ability assessment (to reach an accreditation decision).
Such testing is designed by identifying test scenarios, test
cases, and/or test data. Applying the same testing to each
M&S build or version is certainly repetitive and time con-
suming, and requires the preservation of the test scenarios,
test cases, and test data for reuse. Effective software tools
providing computer-aided support for M&S VV&A can
significantly reduce the testing time and effort.

A simulation model is built to represent a system with
respect to the modeler’s intent. SMEs are commonly used
to compare model execution behavior to intent in conduct-
ing VV&A. To a certain extent, however, computer-aided
support can be provided to perform this comparison by us-
ing the assertion checking V&V technique (Balci 1998).
An assertion is a statement that should hold true as the
simulation model executes. Assertion checking is a V&V
technique used to compare an execution profile against the
expectations of the modeler, and hence, guards model exe-
cution against potential errors. Software tools for M&S ap-
plication development must facilitate the design and im-
plementation of assertion checking.

More than 200 utilities and tools are available in the
commercial market providing computer-aided support for
software testing (Cigital 2002). Certainly, these tools can
also be used for M&S VV&A. However, software tools
specifically created for M&S VV&A (e.g., tools for ex-
perimental design V&V, random number generator V&V,
random variate generator V&V) would provide much more
effective computer-aided support.

7 DEVELOPING EFFECTIVE TECHNIQUES
FOR MEASUREMENT AND EVALUATION
OF QUALITATIVE ELEMENTS

Much of the assessment underlying M&S VV&A requires
the measurement and evaluation of qualitative elements
such as conceptual model credibility, data credibility, de-
gree of model representativeness, M&S design process
credibility, M&S integration risk, M&S requirements
credibility, model maintainability, model validity, model
verity, and project management quality. Measurement and
evaluation of such qualitative elements pose substantial
technical challenges.

In some cases, we may not be able to assess the suffi-
cient credibility of the representation of some qualitative
elements such as “threat” in M&S applications due to the
lack of reliable information and inadequate SME knowl-
edge. New techniques are needed to characterize the overall
effect of such a “missing link” on the accreditation decision.
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Balci (2001) presents an indicator-based certification /
accreditation methodology that incorporates SME knowl-
edge and measurement and evaluation of qualitative ele-
ments. Balci et al. (2002) present a collaborative Web-
based Evaluation Environment software system (Orca
2002) for facilitating the application of the certification /
accreditation methodology. Oberkampf et al. (2000) pre-
sent a general methodology for estimating total uncertainty
in computational simulations.

8 DEVELOPING EFFECTIVE TECHNIQUES
FOR UTILIZING SME KNOWLEDGE

We face major challenges in eliciting, representing, and in-
tegrating the knowledge of SMEs employed for the VV&A
tasks. Usually, a large volume of documentation (e.g., a re-
quirements specification might extend to five volumes) is
given to an SME to conduct a VV&A task (e.g., require-
ments V&V). Due to the complexity of the subject and
large amount of information to comprehend, SMEs com-
monly provide unstructured, vague, and incomplete evalua-
tions. Generally, one SME is not sufficiently knowledge-
able about every aspect of the subject. Therefore, a number
of SMEs are employed and each is assigned to the assess-
ment of certain aspects of the subject matter. Then, the in-
tegration of SME assessments to reach an overall VV&A
decision becomes a serious problem.

Effective techniques are needed for SME knowledge
elicitation, representation, and integration. Ford and Sterman
(1997) indicate that “increased clarity and specificity are re-
quired concerning the methods used to elicit expert knowl-
edge for modeling.” Although their work deals with knowl-
edge elicitation to improve model development, the same or
similar approaches can also be used for VV&A. Rush and
Wallace (1997) state that “this process proves most difficult
when the elicitation and representation of knowledge from
multiple experts is necessary.” Balci (2001) presents an indi-
cator-based methodology for structuring and integrating
SME evaluations. Ketcham and Muessig (2000) describe the
need for, and benefit of, proper integration of SMEs into
M&S design and implementation, and especially into M&S
requirements management.

9 PRACTICING ACCREDITATION AND
CERTIFICATION UNDER A
COMPREHENSIVE SCHEME

The International Organization for Standardization (ISO)
defines accreditation and certification as follows (Rae,
Robert, and Hausen 1995):

e Accreditation is a ‘“procedure by which an
authoritative body gives formal recognition that a
body or person is competent to carry out specific
tasks.”
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e Certification is a “procedure by which a third party
gives written assurance that a product, process or
service conforms to specified characteristics.”

The above ISO definitions conflict with the definitions
commonly used by the DoD M&S community. We use the
ISO terminology in this section.

Similar to the manner accreditation and certification
are carried out in other disciplines, we propose the com-
prehensive scheme shown in Figure 2. The scheme as-
sumes two scenarios: (a) M&S application development
under contract, and (b) the component-based M&S devel-
opment marketplace where developers fabricate reusable
M&S components for sale.

——l M&S Application Developer | | M&S Component Developer |

L~ Mss Ap@ M&S Co@
Fy Fy

Organization for Accreditation of
M&S Application Certification Agents

Certification Certification

Independent M&S Application Independent M&S Component
Certification Agent Certification Body
F 3 A

| M&S Application Sponsor |

Accreditation Accreditation

Organization for Accreditation of
M&S Component Certification Bodies

(@) (b)

Figure 2: Accreditation and Certification Practice

Under scenario (a), an M&S application sponsor hires
an independent M&S application certification agent, which
is accredited by an external accreditation authority to con-
duct the required certification. Currently, this scenario is
practiced in DoD under the label of “accreditation”, where
no authority exists to accredit the work of the agent. Cer-
tainly, the M&S application sponsor should be assured that
the practice of the certification agent satisfies minimum
standards established by an independent accreditation au-
thority yet to be founded.

Under scenario (b), an M&S component developer
fabricates a reusable M&S component for sale. The buyer
of such a component seeks assurance about the component
quality. An independent M&S component certification
body can provide such an assurance by awarding a “mark
of conformity” (e.g., certified to be HLA compliant), a
“seal of approval”, or a “certificate of excellence.” There
may be many certification bodies, which should provide
certifications that are unbiased, fair, cost-effective, and re-
producible. Therefore, the certification bodies should be
accredited by an external accreditation authority. For ex-
ample, the SGS International Certification Services (SGS-
ICS) group of companies (http://www.sgsgroup.com/) is a
leading international certification body, which is accredited
in the United Kingdom by the National Accreditation
Council for Certification Bodies (NACCB) and in Belgium
by the Dutch Council for Certification (RvC).
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In the United States, for example, the Accreditation
Board for Engineering and Technology (ABET) accredits
educational programs that award diplomas and certificates.
ABET (2002) states that “The diversity of educational pro-
grams in the United States is one strength of the American
educational system. Such a large selection of educational of-
ferings makes quality a vital issue. Accreditation is the qual-
ity assurance that education is meeting minimum standards.”

When the component-based M&S development tech-
nology is commonly used and an M&S component mar-
ketplace is established, organizations such as SGS-ICS can
be founded to independently perform M&S component
certification. Organizations similar to NACCB, RvC, and
ABET can be founded to accredit, regulate, and monitor
the M&S component certification bodies.

Legal issues about the practice of M&S certification
and accreditation pose other challenges. The contractual
agreement between the M&S application sponsor and de-
veloper should clearly specify the legal liability in the case
of the M&S application failing the certification. What hap-
pens when DoD acquires an inadequate or unusable sys-
tem, costing taxpayers millions of dollars, based on the use
of an M&S application certified by an accredited agent?
Who would be legally liable for the costly wrong decision?
Rae, Robert, and Hausen (1995) discuss the legal issues in
detail for software certification.

A certification program should also be instituted for the
M&S quality assurance (QA) (i.e., VV&A) professionals.
Similar to certification of engineers, providing certification
for M&S QA professionals advances the M&S QA practice
from ad hoc to a disciplined level. Because university or col-
lege degrees are not offered specifically for M&S QA, such
a certification program is required to issue a license for
M&S QA professionals. Currently, the American Society for
Quality (http://www.asq.org/) provides such certifications
for quality engineers and professionals.

Many organizations provide technical services for
software product, process, and personnel certification in-
cluding: American Society for Quality, Software Certifica-
tion (http://www.isci.com/), Independent Quality Assur-
ance Institute (http://www.qaiusa.com/), and Det Norske
Veritas  (http://www.dnv.com/certification), and TUV
(http://www.tuvps.com/).

Many standards and guidelines are available for soft-
ware evaluation and certification (Rae, Robert, and Hausen
1995). Table 1 lists some of them.

10 RESOLVING THE
TERMINOLOGY PROBLEM

Many different types of M&S exist including combined
simulation, continuous simulation, discrete-event simula-
tion, distributed simulation, gaming, hardware-in-the-loop
simulation, human-in-the-loop simulation, Monte Carlo
simulation, parallel simulation, synthetic environments
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bringing together simulations and real-world systems, sys-
tem dynamics simulation, and system theoretical simula-
tion. The use of these different M&S types spans dozens of
different disciplines for many different purposes including
acquisition, analysis, education, entertainment, research,
and training.

Table 1: Standards and Guidelines Related to Software
Evaluation and Certification

Generic Evaluation and Certification

ISO/IEC General Requirements for the Technical
Guide 25 Competence of Testing Laboratories
ISO/IEC General Rules for a Model Third-Party
Guide 28 Certification System for Products
ISO/IEC General Requirements for the Accep-
Guide 40 tance of Certification Bodies

Process Evaluation and Certification
ISO 9000

Quality Management and Quality As-
surance Standards

IEEE 1298
ISO 9001

Software Quality Management System

Quality Systems — Model for Quality
Assurance in Design/Development,
Production, Installation and Servicing

Product Evaluation and Certification
IEEE 1061

Standard for a Software Quality Metrics
Methodology

ISO/IEC Software Product Evaluation
9126
ISO/IEC Quality Requirements and Testing
DIS 12119
Quality Assurance

ANSI/IEEE | Software Quality Assurance Plans
730
AQAP-1 NATO Requirements for an Industrial

Quality Control System
DoD STD Defense System Software Quality Pro-
2168 gram

Such broad and diverse use of M&S across many dis-
ciplines creates a serious terminology problem. Even the
commonly accepted definitions for VV&A terms are inter-
preted in such different ways that misunderstandings and
communication confusion abound in the VV&A practice
and research (Glasow and Pace 1999). Glasow and Pace
(1999) report that “the breadth and depth of potential trou-
ble that such communication difficulties can cause the
M&S VV&A community are not fully appreciated by ei-
ther VV&A practitioners or M&S management.”

Probably the most serious terminology problem is the
definition and use of the term “accreditation” in the M&S
community. It conflicts with the definition consistently
adopted by ISO, software engineering, and other disci-
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plines. DoD Instructions should be changed to use the term
“certification” to be consistent with the other disciplines.

11 IMPROVING THE QUALITY OF THE
VV&A PLAN AND ITS EXECUTION

The VV&A plan is developed by the independent VV&A
agent as the blueprint of VV&A activities throughout the
development life cycle (Balci et al. 2000). The quality of
the plan and the quality of its execution affect the confi-
dence level at which the accreditation decision is made as
depicted in Figure 3. The impact of the quality on the con-
fidence level is situation-dependent and changes from one
M&S project to another as shown by the different curves
with shape parameters o, i=1,2,3,4 in Figure 3.

Comprehensiveness is one of the most important qual-
ity characteristics of a VV&A plan. By analogy, if an M&S
application corresponds to a “forest”, its VV&A plan de-
scribes how the “forest” will be evaluated. If a VV&A plan
is structured to evaluate only, for example, 30% of the
“trees” and their “branches”, the accreditation decision can
only be based on 30% of the “full picture” resulting in a
low confidence level.

— 100%

0 Quality of the VV&A Plan and its Execution 100

Figure 3: VV&A Plan and Execution Quality versus
Accreditation Decision Confidence Level

Sometimes, it is not possible to execute a VV&A plan
completely due to factors such as lack of resources, chang-
ing requirements, and development refocus. In this case,
the plan should show how much VV&A is conducted with
respect to the comprehensive set of requirements specified
in the plan. The amount of coverage should be taken into
consideration in determining the confidence level at which
the accreditation decision is recommended to the M&S ap-
plication sponsor by the VV&A agent. Under no circum-
stance, should the VV&A agent develop and use an in-
complete VV&A plan. If the VV&A agent develops and
uses an incomplete plan and if the M&S application fails
the accreditation, the M&S developer may direct blame to
the VV&A agent and attribute the failure to the incomplete
VV&A plan.
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Having a sufficiently credible VV&A plan is a neces-
sary, but not a sufficient condition. The quality of the execu-
tion of the VV&A plan is also very important. Successful
execution of the plan requires an effective SQA program es-
tablished by the M&S developer and an effective coopera-
tion between the M&S developer and the VV&A agent.
Quality of the SMEs used for the VV&A activities signifi-
cantly affects the quality of execution of the plan.

Planning for the VV&A activities should be coordi-
nated among the M&S application sponsor, M&S devel-
oper’s SQA group, V&V agent, and the independent
VV&A agent. A VV&A plan should generally describe:

e organizational responsibilities,
e well-defined intended uses of the M&S applica-
tion (Balci and Ormsby 2000),
e acceptability criteria (also called accreditation cri-
teria),
e the VV&A methodology or structured approach to
be used,
e indicators for acceptability assessment for each
phase of the development life cycle, and
e aschedule (if possible).
12 IMPROVING THE RELATIONSHIP
BETWEEN THE M &S APPLICATION
DEVELOPER AND THE INDEPENDENT
VV&A AGENT

Successful independent VV&A requires the VV&A agent
to have full access to the M&S application with its associ-
ated documentation and data. However, the M&S devel-
oper has full control of the M&S application and might not
fully cooperate in providing the required material and in-
formation to the VV&A agent. Sometimes, developers
view independent VV&A as a performance appraisal activ-
ity, and they fear that their reputation and potential future
funding are at stake if the VV&A agent identifies prob-
lems. Therefore, they sometimes show no desire to cooper-
ate and behave in an adversarial manner against the inde-
pendent VV&A personnel.

The M&S application sponsor has a critical role in re-
solving this problem. The sponsor must clearly explain to
the developer that the independent VV&A activity is not
intended to be a performance appraisal activity, and the
overall goal for all parties involved is to produce an ac-
ceptable M&S application. The independent VV&A agent
is hired to work together with the developer to accomplish
that goal. Independent VV&A cannot be successfully con-
ducted without productive cooperation between the devel-
oper and the VV&A agent.

The sponsor must explicitly specify the requirements
for the working relationship between the developer and the
VV&A agent in the legal contractual agreement signed be-
tween the sponsor and the developer. Without legal con-
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tractual requirements, the developers are often less moti-
vated to cooperate with the independent VV&A agents.
The M&S application sponsor must make sure that the le-
gal contract is written in such a way that the productive
cooperation between the developer and the VV&A agent is
legally secured.

13 PROVIDING COMPREHENSIVE
EDUCATION FOR VV&A

The education required for conducting successful VV&A
is multifaceted and cannot be provided within a single uni-
versity-level curriculum. A person is commonly educated
in some of the facets but not in all. Generally, two types of
education are required: technical and managerial. Although
technical education is mostly emphasized, managerial
knowledge is at least as important as technical.

Many people influence the success of VV&A by play-
ing different roles and requiring different types of knowl-
edge (see Figure 1):

M&S application sponsor’s managers,

M&S developer’s project managers,

M&S developer’s SQA engineers and managers,
the V&V agent’s engineers and managers, and

the independent VV&A or accreditation agent’s
engineers and managers.

The M&S application sponsor’s managers should be
well educated about VV&A, especially in areas such as the
importance of VV&A as a means of M&S project risk
mitigation, benefit-cost analysis, additional resources re-
quired for the developer to establish an effective SQA pro-
gram, and the requirement for an independent VV&A
agent. If the sponsor’s managers fail to provide adequate
VV&A funding, they cannot expect a quality product or a
successful M&S project.

The M&S developer’s project managers should be
well educated in project management, including areas such
as application development management, asset and techni-
cal infrastructure management, configuration management,
management metrics and measurement, managing techni-
cal change and legacy systems, quality management, re-
quirements and test management, risk management, soft-
ware lifecycle economics, software process definition and
improvement, and team management and development.

The M&S developer’s SQA engineers and managers
should be well educated in SQA, which is a profession, in
and of itself, and having its own handbook (Schulmeyer
and McManus 1999).

The V&V agent’s engineers and managers should be
well educated in the V&V technology as well as in SQA.

The independent VV&A or accreditation agent’s engi-
neers and managers should be well educated in the V&V
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technology, test and evaluation, accreditation/certification,
and SQA.

14 DISSEMINATING THE VV&A EXPERIENCE

Although much VV&A work is carried out, and especially
in DoD, very little work is published describing the VV&A
experience. The classified or confidential nature of the
DoD VV&A work precludes the publication of papers in
the open literature (e.g., conference proceedings and jour-
nals). However, it is often possible to create an unclassified
description of the work and write a paper for disseminating
the VV&A experience. A paper can be written about the
VV&A experience without identifying the M&S applica-
tion and the organizations involved.

In those cases where a VV&A paper can be written,
contractors are unwilling to develop the paper and present
it at a conference due to lack of funding. Usually, a DoD
contract does not provide funding for attending a confer-
ence to present a paper, and contractors do not want to pay
for the expenses from the company overhead budget due to
lack of incentives. Today, with manpower shortages, the
incentive for attending conferences and publishing papers
for professional visibility might be necessary to retain ex-
ceptional technical talent.

Failing to disseminate the VV&A experience may re-
sult in the repetition of the same mistakes in future M&S
projects. Based on past experience, establishing a better
quality assurance program for a new M&S project may
certainly increase the probability of success for that pro-
ject. Learning from the past experience of others is an ex-
cellent and cost-effective educational tool.

DoD sponsors should provide funding and incentives
for the contractors to publish their VV&A work. The return
on such an investment can easily be realized by preventing
the failures of M&S projects or by preventing wrong simu-
lation-based acquisition decisions.

15 CONCLUDING REMARKS

Quality is a critically important issue in almost every dis-
cipline. Whether we manufacture a product, employ proc-
esses or provide services, quality often becomes a major
goal. Achieving that goal is the challenge. Many associa-
tions have been established worldwide for quality, e.g.,
American Society for Quality (http://www.asq.org/), Aus-
tralian Organization for Quality (http://www.aoq.asn.au/),
European Organization for Quality (http://www.eoq.org/),
and Society for Software Quality (http://www.ssq.org/).
Manufacturing companies have quality control depart-
ments, business and government organizations have TQM
programs, and software development companies have SQA
departments to be able to meet the quality challenge.

M&S applications are made up of software or are
software based. Software is inherently complex and very
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difficult to engineer. Under the current technology, we are
incapable of developing a reasonably large and complex
software product and guaranteeing its 100% accuracy.
Software version 1.0 commonly implies “we hope it
works!” There is no “silver bullet”. A disciplined ap-
proach, effective management, and well-educated person-
nel are some of the key factors affecting the success of a
software development project.

We strongly advocate the position that M&S profes-
sionals can learn a lot from software engineering and many
other disciplines. In so doing, we can expand our horizons
to include necessary knowledge for conducting successful
M&S VV&A.

Although DoD Instruction 5000.61 (DoDI 1996) re-
quires the VV&A of models and simulations used to sup-
port major DoD decision-making processes, the DoD and
other government funding agencies do not provide signifi-
cant support for VV&A basic research. Glasow in her posi-
tion statement (Sargent et al. 2000, p. 909) indicates that
little research has been undertaken within the DoD and
contends that “the focus has been on establishing a base-
line for VV&A practice across DoD, in the form of poli-
cies and procedures, rather than the conduct of scientifi-
cally rigorous research.” Significant funding is critically
needed for VV&A basic research to be able to meet the
technical challenges we currently face.
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