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Abstract

Introduction of computers onboard ships to provide a

high degree of automation necessitates ca’culation

of computer system reliability to evaluate the utility

of the system.

The reliability aspect of the system

is simulated by a model using Markov chains.

Having defined the system state space and the

transition rates, the rnodel provides evaluation of

the state probabilities.

Evaluation of system utility

is Lased on computer task values and the failure

probabilities.

Application of the analysis mocel to

an existing system reveals information useful in

assigning redundancy, eliminating bottle-necks and

allocating spare parts.

INTRODUCTION

The trend towavds still higher degrees of auto-
mation of machinery plant functions, has in-
creasingly invbived the electronic computer as
an importzai active device oanboard ships,

Primarily, the comrputer is used to perfcrm
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monitoring tasks as alarm . d safety functions,
but also to perform functions as condition
monitoring of irnportant components within the
machinery plant, and active on-line tasks as
bridge control functions, hull monitoring func-

tions and loading/unloading calculations, to




mention a few.

Regarding the safety of a ship, one of the most
interesting aspects of computerized ship func-
tions is the superviéion and automatic control
of the machinery plant and especially of the
propulsion machinery. In this respect, the
requirements of Det norske Veritas as a ship
classification society should be mentioned. Al-
ready in 1965, Det norske “veritas introduced
as the first classification society, rules apply-
ing to the instrumentation of raachinery plaats,
intended for periodically unattended operation.
These rules are now extended to cover com-
puter installations as well, and in this respect,

. reliability analysis has proved to be a useful

tool.

The introduction of computers onboard ships
poses new problems to be considered. The two
most important problems are respectively in-
tegration of alarm and safety functions in the
computer system and the complex environment
which is encountered.

The latier problem mostly concerns iastallation
techniques and environmental testing, however,
the first problem is of a more pbiiosophical

nature regarding systems analysis and design.

In this context it is felt that the reliability
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characteristics of computer hardware alone is

not a satisfactory measure of system utility. It
is therefore proposed that an approach where
the computer system is considered as an integral

part of the ship is more realistic when evaluat-

ing the utility of a computer system.

The proposed analysis method combines con-
venticnal reliability calculations and risk value
evaluation into a ufility simulation of the com-
puter system, based on the operational charac-
teristics. An important part of the analysis is

the establishing of a model of the computer

system.

METHOD OF ANALYSIS

The proposed analysis methed is intended to be
a sirnple and practical tool in evaluating the
utility of shipborne computer systems. The
main features are the simplicity of the analysis
and the combination of economic and reliability
characteristics to provide a better basis fo:
decision making.

Fig. 1 shows some of the elements contained in

the analysis.



DEFINITION OF <
MPUTER SYSTEM
FAILURE ! TASK
STATE MODEL | STATE SPAGE MODEL — TASK STATES
TRANSITIONS - —F====—=""""=""F ASSESSMENT QIFAILURE , DEGRADATION
|
MARKOV ——— v — — o —— ——— —
MODEL | UNCERTAIN | consequences o
| EVENTS == § SHIP PERFORMANCE
STATE | \
PROBABILITIES b even Cost CERTAIN EVENTS |
|PROBABILITIES ASSESSMENT i
SYSTEM | VALLE |
EFFECTIVENESS i ESTIMATED ASSESSMENT
! VALUES B
< SAILING
) CHARACTERISTICS
SYSTEM CONSZQUENCE
uTiLTY VALUES
DECISION
HODEL CiSONS L PROPOSED
ACCEPYED
DiISIGN

Fig. 1. Procedure for utility analysis of ship computer systems.

Loss of ability to periorm the intended tasks
constitutes failure of the computer system.
Failure of any unit cr any combination thereof
which can have this effect is considered to be a
critical failure. However, {ailure in some
units may only degrade systerﬁ perfcrmance or
reduce the instantaneous availability. The com-
puter system thus enters different operaticnal
states, depending on the operational states of
the units within the system or the transitions

between these.

The dynamic behavicur of the system capability
may be considered to constitute a stochastic
process which actually is defined by the failure

behaviour of its units. The operatinnal states
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of the svstem are determined from the states of
the hardware units and their software implemen-
tation. In this context, however, software fail-
ures are left alone, and the stochastic process
:_miyy invelves failure of the computer systeru
hardware units. The computer software is look-
ed upon as certain characteristics associated to

unique or composite hardware states.

Defining a possible set of events implying system
failure, it is possible to define a finite system
spa.c The computer system is assumed to be
composed of independent units, and each unit is
considered to be in only two states; operating or
failed. A system consisting of n independent

units imcy therefore enter 2" different states,

and this state space describes the different fail-




If the

ure or operational modes of the system.
probability of being in a state only depends on
the previous state and the transition probabilit-
ies between these states are independent of
time, the hehavicur of the system describes a
Markov chain. Given the failure model of the
intended unit, the Markov chain will simulate
the dynamic behaviour of the system, i.e. the
transitions between the possible system states

and the probabilities of the different operational

modes.
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The traditional definition of reliability is im-

practical to apply to a cornputer system. This

definition says t}lat reliability of some device is
defined as the probability the device will per-
form its function without failure for a specified
periodG of time under stated conditions. Be-
causc failure of hardware components does not
automatically imply system failure or task
failure, the concept of task availability is a
better measurs of systemn performance than
hardware availability. Some of the system
hardware states may leave a specified task
completely intact, while others may only d=-
grade the task performance. These states will
be termed successful statcs for that particular
task. The states completely destroying task
unsuccessful ox

performance will be term:

critical states.

Let Pj(t) be a column vector containing the
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probabilities of the successful states for task j
at time t. Let Dj be another column vector con-
taining numbers indicating the degree to which
functional requirements of task j can be ac-
complished in state i, i &€ {successful states)
Then

A.t) =P.1(t)* D, (1)

J J J

is a measure of the fnnctional availability of
computer task j at time t, given a specified
software implementation. Aj(t) may also be
termed the system effectiveness for task j at

time t. Give a mission time T, the system/

mission effectiveness for task j is:

- l ?
Ey=7in1

tiv
[ 72

Aj'i (tyat|;(2)

m
where mission duration T = E:l (ti+1 -t;), mis

the nurber or mission phases and t; is the time

at start of mission phase i.

Defining another column vector I3,
o

=U-D,

J
where U is a unit vector, and substituting D,
for Dj in equation (1 ), gives:

_ T
A.j(t):P. (t) * D, (3)

J J

where I_Xj is a measure of the unavailability of

task j at time t,

P e R — e T S R S N

Extending the line of thought in evaluating task




availabilities to estimate total computer system
performénce availability by a nondimensional
"percentage' value vector like vector D, does
nct give the information one needs for making
decisiong on systemn utility. In addition, the
computer system application and operational

environment have to be vizken into account.

Given the computer system tasks, their degree
of back-up and the operational profile of the
ship, a value can be assigned to each task by
analysing the consequences resulting from the
loss of each task. The coasequences concern
the whole ship and take the shape of events

i which may be of a2 more or less disastrous
kind. Some of these events are certain, and
some are uncertain - the degree of uncertainty
depending mainly on sailing characteristics,
loading, geographical position and human inter-
action. The events can be damage to property,

loss of time (off-hire) or inconvenience in the

form of dispute, loss of reputation etc..

Tracing the possible sequence of events re-
sulting from loss of a specified computer task,
can be accomplished by meanrs of a logical con-
sequence diagram. An estimation of the event
sequences, their duration 2nd probabilities can
be performed without any knowledge of the fail-
ure process of the computer system hardware.
The consequence analysis is therefore prefer-
ably performed by people with an intimate know-

ledge of sailing ships and ship operation and
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Usually se-

with access to damage statistics.
veral tasks can invoive the same events, pos-
sibly with different probabilities. The differ-

ent consequence diagra.rns thereby become

coupled to each other.

P N L L S

All events resulting from computer task fail-

ure are supposed to have a value, eithef instan-
taneous or time dependent. These values are

independent of how the task failures were initi-
ated and they are estimated from the direct
costs associated to an event. The more inac-
curate status vaiue of the circumstances con-

nected to the event are also considered.

By collecting all events branching out from a
task failure in a consequence diagram and mak-
ing value estimates from event costs, proba-
bilities and waiting times, a specific value is
assigned to every computer task. Going back tn
the concept of task availability or system effec-
tiveness, the task values are connrected to the
computer hardware as a measure of the failure

consequences from hardware.

Defining the concept of utility as a numerical
value of the prospect facing someone in a situ-
‘ation given certain assumptions, the task values
can be inteipreted as the utility of the different
computer system hardware states, (1). Taking

into account investment costs, the operating

costs and the stochastic failure process of the



hardware units, enables the analyst to evaluate
the total computer system utility.. A utility
appraisal of the system can also be done with-

out regarding the investrment and operating cost.

SIMULATION MODELS

An important part of the analysis is the simula-
tion of the failure behaviour of the computer
hardware system. This prcduces the system
state probabilities which are used as input to
the system effectiveness calcuiations.

The_failure rate concept

If £(t) denotes the p:obé.bility density function of
a unit, then £(t) dt is the probability that the
unit will fail in the time interval(t, t+dt). The

probability that the unit will survive for the -

period (0, t) is then:

o

t _—
R(t) =1 - { f(x)dx =/ f(x)dx ; (4)
t
which means that: .
- = ) 5
3?“) f(t)., (5)

The failure rate z(t) of the unit may be defined
as the conditional probability that the unit will
fail in a time interval (t, t+dt), given that it has

survived up to time t:

“ =L =& anrE) (6)

Assuming the hardware units in the computer

system to be subject to chance failures only,
the failure rate for each vnit is 2ssumed cons-~
tant: z(t) = A , and the exprussion of reliabi-
lity in equaticn (4) becomes:
. ~At .
Ritj= e -, since R(0) =1 ; {7)
Because the conditional probability =(t} * dt =

A ° dt depends only on dt and is independent of

t, the expected life time of a unit, MTTF, is -

- constant at all times and equal to the reciprocal

of tﬁe failure rate:

MTTF =1/a ; | (8)
This implies that if the independent units com-
posing the computer system have expox‘n;-:"ntia‘.li7)r
distributed times to failure, then the tirne to

system hardware failure will also he exponen-

tially distribtuted. For repairable units, the as-

éumption of constant faiiure rate ‘A and repair
rate s , means that e_peratiﬂg time between
haz;dware unit failures and the time required for
repair [MTTR) of each unit composing the sys-

tem, are cxponentially distributed.

The Markov Model

Having defined a state space for the computer
system, a Markov process is one whereby the
syétem occupies a certain state and either un-

dergoes a transition from this state to another,

or remains in its present state with time homo-

geneous transition probabilities which only de-




pend on the previous state.

The Markov chain defined by a discrete state
space and continuous time parameter is a sto-
castic model very suitable in describing the
behaviour of compiex systems.

Let pi(t) denote the probability that the system
is in a state i at tima t. For a st{éte space con-
taining a finite and countable m.:.mb.er of states

N, obviously

N

Z_ Pi(t) =1 3 (9)

1

Let P(t) be a column vector whose elements are
the syetem state probabilities at time t. P(t)
may be called the state vector. The transition
probabilities or rater in the Markovy chains will
consist of the repair and faiiure rates of the ac-
tual computer system as previously defined.
The requirement of time homogenity is fulfilled
by the exponential deneity functiona for time to
failure and time to repair. Use of the Chapn;xan

Kolmogorov differential equation gives

d

$ PO =00 PO (10)

where (M) is the NxN matrix of the transition

rates.

Knowing the initial conditions given by the state
vector P(0), the set of simultaneous differential
equations can be solved, and the probability

vector for the system states is obtained as a
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function of time.

The transition rate matriic(M) is the basic ele-
ment in the Markov model, and it characterizes
both the system being analysed as well as the

analysis.

1f the computer system is repairable in all

statee containing failed hardware units, i.e. all
states commpnicate, then the transition matrix
and the states are caxléd ergodic or positive 2=
current. States thich are not ergodic, are cal-

led transient.
In a completely ergodic proce=s, the limits:

lim pyt) = P, (11)

t—>o 1

exist for all states i in the state space. As

t=p oo , equation (I0) becomes:

M) " P=0 (i2)

Together with equaticn (9) this eqration implies

that the limiting state probabilities can be deter-

mined by solving a set of linear alyebraic equa-~

tions.

A useful tool in Markov analysis is to prepare a
diagrammatic representation of the tranaition
rate matrix(M). The graph is called a reliability
transition diagram, and it is composed of nodes
representing system utates and branches repre-

senting the possible transitions between the




states. Labelling the branches with transition
rates makes it quite simple to evaluate the ele-
ments in (M). Examples of transition diagrams

are given in fig. 4 and fig. 5.

Computer programs
In crder to cope with the problems of solving
the eq.iation systems of equation (10) and (12
and 3} in a fast and economical manner, two |

computer programs have been developed,

REAVAN and STAVAN (2).

The program REAVAN solves the set of dif-
ferential equations given by equation (10), utili-
zing the Kutta~Merson algorithm. The result is
~the probability state vector P(t) as a function of
time, for a finite time period with specified

time intervals.

The program STAVAN solves the set of linear
algebraic equations given by equations (9) and
(12). The solution technique is based on an op-
timal Jordan elimination process, and the re-

sult is the steady-3tate probability vector P and

the waiting times between different specified

subsets of states.

Both programs are written in the ALGOL pro-
gramming language for UNIVAC 1107 and 1108
computers with EXEC 8. Some of the subrou-
tines involving manipulation of matrices are,

however, written in FORTRAN IV, The pro-

grams have proved to be extremely helpful in

evaluating system state probabilities. Comput-

ing time being only a few seconds, the programs

are econcémical to run'and give 2 lot of informa-

tion in short time.

APPLICATION CF THE ANALYSIS METHOf) TO
A DESIGN STUDY |
Given an actual ship and the tagks to be perfor-
med by the computer system, an example will be
given, showing how use of the de_scribed method
can be used to increase the utility of a system at
the design stage. ’i‘his is done by assigning re-
dundancy, eliminate bottle-necks and allocate
spare parts with respect to the sl;ip's function

and environmental conditions.

Prgp=irig g Y T T T L E T R R g

The ship system to be considered is ra. machinery
plant, with special emphasis placed on the pro-
puision machinery. Supervision and centrol of
the machinery (referred to as the EO0 tasks) and
condition monitoring {referred to as CM) are the

main tasks to be performed by the computer

system.

The analysis method allows partition of the ana-
lysis into two groups, or submodels of the cver-
all system. One consists of the computer sys-
tem including the tasks to be performed. The

other is the ship syetem which defines the com-

puter tasks., Description of the ship syatem and

the assigning of cost values to the diffcrent tasks

to be performed by the computer aystem, will




not be shown here. The value egcimation can
best be done by personnel with experience in
and knowledge of sailing ships and ship machi-.
nery plants, since the value estimation is inde-

pendent of the computer configuration.

The cost estimation rmust take account of sailing
schedules, harbourage, type of ship etc.. Stop
of main propulsion involves greater risk, i.e.

expected cost, to (he ship when manoeuvring in

restricted water than when sailing in open sea.

For the estimation of the different cost values,
a typical voyage of 24 days in open sea, 4 days
in restricted waters and two days in harbour

is taken into consideration, (3). .

The time dependent and irnmediate values for
088 of computer tasks are shown in table 1,
These values are valid for all four system al-

ternatives outlined in the foilowing.

The starting point in this design study is the
basic computer systemn A, shown in fig. 2. It
consists of a computer (COM) (CPU, memory,
interface {or typewriter, punch, tapereader,
cqmputer operator panel etc.) and a typewriter
(TW). Further there is a control console (CC)
connected to the computer through the process
input/output system (PIO). A display (CRT) is
also connected through the PIC. A tapereader

(TR) is used for loading programs into the com-

puter, and the whole computer system is fed by
jmwer from the main switchboard (MSB). No
tapepunch is shown since it is not necessary for

the overall system function.

The failure and repair data used in this analysis
are estimated after communication with design-
érs of related systems. The main input data to
the computer programs REAVAN and S'VI‘A:VAN
are the mean time between failure (MTBF) and
the mean time to repair (MTTR) for each com-
ponent ir the system. In table 2, the columns

3 and 4 show data valid for the basic systexn A,
(The table also includes data used for the sya-

tems B, C and D.)

The basic system is supposed to consist of seven
independent units (see fig. 2). Each unit is con-‘
sidered to be in only one of two states, operating
or failed. The system rriay therefore enter 27 =
128 different states. Since the MTBF is much
larger than the MTTR for all units in the system,
every combination of unit failures yielding con-
sequences less severe than the consequences of
each subset within the combination are neglected.
Figure 4 shows the reliability transition diagram
for the basic system A. Only 9 states are con-
sidered to be of interest. The states 2, 3, 4

and 5 will cause loss of all computer tasks,

Some resulte obtained from the computer pro-
gram REAVAN are shown in fig. 6, 7 and 8 for

all four sysiem configurations. In fig. 6a, the




dynamic behaviour oi the probabilities of sys-
tem success are plotted. The steady state
availabilities for repairable systems are
reached in approximately 8 to 12 hours after
starting the systems. Fig. 6b shows the cor-
responding probabilities of computer failure
which is a critical failure mode. In measuring
the utility value of the system, a.o. equation
(3) is used to compute the task value function
for the system. The simple decision table,
table 3, shows the connection between hardware
failures and total or partial loss of computer
tasks. Decizion tables are used to prepare

information for input to computer programs

calculating utility values.

The calculated utility values for loss of system
performance are shown in fig. 7. In fig. 8,
- the task availabilities are shown as calculated

by the computer program STAVAN,

mEeaeE e e mm s

Tte three system configurations B, C and D
are modifications of basic computer system A.
The cbjective is to irnprove the availability of
the computer tasks, thus decreasing the over-
all risk utility, Experience has shown that the
power supply from the main switchboard is
critical. Use of this power supply causes the
MTTYF for several units, especially the com-
puter and tape-reader, to décrease to a valuve

much below the corresponding value for land-

baged computer systems.
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. The failure consequences presented in table I,

Feeding power continuously through a battery
bank to the computér system, improves tixe
MTTF for several units, see 5th and 6th column
in tabie 2. Additionaily, the battery power sup-
ply guarantees the system continuous power for
at least 30 min, if a main switchboard break-
The addition of a battery supply

down occurs,

to eystem A gives ~;stem B.

Table 4 shows that the E0 and CM tasks depend
heavily ou preciae function of the typewriter.
The table also shows that no reconfiguration of
the program system can be performed without

proper function of the tare-reader. Usually,

typewriters are equipped with siow tape-readers

Modifying the sofiware and hardware aystém in
such a way that the tape-reader on the type-
writer can be used as back~up, and adding an
extra typewriter for redundancy, we call the

new configuration system C. -5

Again, calculations on the modified computer
systent show an improvement of the utility func-
tion in spite of a small decrease in the steady
state and dynamic availability of the computer
hardware. According to table 5, the only "bot-
tle-necks" remaining are the computér itself
and the process input/output s;rstem. These

are the only unite which by a single failure can

cause total system break-down,

show that the EO0-tasks are much more.impor-




tant than the CM-tasks. Using two computers,
one for the EO-tasks and the other for the CM-
tasks, are giving back-up for the EC-computer
tasks at the expense of the CM-~tagks. This
also results in a higher MTTF for each com-
puter in this new systern compared to the com-
puters in system A, B and C, owing to reduc-
tion of the memory capacity cf each computer,
Using this modification, a data chaunel (ACM)

iz needed for communication between the two

computers,

In the process'I/O sytem; the multiplexers
and converters are some of the most unreliable
parts. The 1/0 vrsystem" is divided into three
parts, Twec identical parts, containing the
most unreliable part of the I/0 systemn, serve
each of the two cbmputers. The part serving
the less important computer will serve as a
stand-by unit for the most important computer
(EO-tasks)., The third part of the I/O system
is quite reliable, sc this remaining bottle-neck
is acceptable irorn a reliability point of view.
A block diagram for this system, containing

13 unite, is shown in fig. 3. 'fheoretically.

13 _ 8192 different stat-

the system can enter 2
es, but without loss of any significant infor~
mation, the method applied allows for a reduc-

ticn to only 28 states. The reliability transition

diagram for system D is shown in {ig. 5.

The improvement in risk utility from system A

to system D is shown to be a factor of 2.5 (fig.
7). with a corresponding increase in task avail-

ability.

Hitherto, we have assumed that all system fail-
ares have been repairable with a MTTR given
in table 2. Thiez will not"’always be true, es-
pecially for computer systems onboard ships

due to lack of specialists, tools, spare partsetc.

‘In order to demonstrate a way of allocating

spare pérts, calculationa have been performed
assuming that the CRT display, battery power
supply and two identical parts of the /0 system

are not repairable (absorbing states). The re-

_ sults are plotted into fig. 6a.

CONCLUSION

In the preceeding sections, an analyeis method
intended for evaluation of computer systems on:
board, has been presented. The procedure may
seem somewhat complex at first, but it has
been found to be a simple and efficient way of
obtaining information on computer system struc-
tures. It is felt that reliability data alone are
not aatisfactéry as a basis for selecting between
The cén-

alternative system configurations.

cepts of utility and task values, however, prove.

to provide information relevant to systems eva-

luation and design.

Applicé.tion of Markov models has been found to

constitute a very convenient analysis tcol in




systems désign, because:

-“ The concept is easy to understand.
- The model i3 easy to usc.
-« The state space is easy to change.
- The system etructure is easy to change.
- .Alternati\}e systemé are easil'y compared
- .Senéitivitf: analysis is easy to perform.
- Céinpu.ter»analisis takes oniy a few sec-
onds. |
‘Even if tﬁe Markov chains in some cases may
- not be the correct stochastic deec:iptior; of the
gystem, it still gives information enabling com-

parative analysis of systems.
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Table 6. Decision table, system D
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using Main using Battery
switchboaxrd power supply
MTTF MTTR MTTFEF MTTR
Component {hours) (hours}) _(hours) | {honzs)
Computer {system A, B and C) COM 1250 - 4 2000 4
Typewriter ™ 1000 2 1000 2
Tapereader- TR 1/2%) 5 1/10%) 5
Control console CC 25000 10 30000 10
Procees I/0O P10 8000 6 10000 6
CRT-display CRT 2000 8 3000 8
Main switchboard MSB 1000 1 1000 1
Battery power supply. BPS - 1000 3 1000 3
Computer using tapereader on typewriter o 8 a 10
A Data channel ACM - 10000 5 20000 5
Computer A COMA 2500 4 5000 4
E] Computer B COMB 2500 4 5060 4
Sl Process 1/0, part A PIOA 8000° 6 10000 6
53 Process I/0O, part B PIOB 8000 - 6 10000 6 -
Y Proge art C PIOC 40030 6 40000 6
*)_failure every znd or 10th time when used.
Table 2 Failure and repair data
coM |y ¥ com y y
PIO - v PIO y
MSB y y MSB y
TwW Yy y ] Twa LA y 1
cC y 'rﬁ TWEB y y B2
CRT y '
BPS vy TR 'y ¥
EO (110240121 1E BES ' y vy
CM |1106.4518.11E EO - 110000400121 1E
: CM 110444450161 18H
Table 4. Decision table, systemn B o y :
(E = error, considering not allowed Table 5. Decision table, system C
gtates) o
<
COMB vy y 8
PIOA y y as1E |b@| 2
PIOB Yy y o Jow] @
PI1OC y - LS B
PIOA or PIOB y > 17 2
MSB y y - o o f:
TWA y y 8] o ent
TWB y y 9 AT D o =
TWA or TWB y f S Nel| 3
cC y > o
ACM Yy v y ™~ - "
BPS y y SAm, E =
oQus S|
- um2985583 £
EO 00001000004000.1112.11E :
CM 1111110444450113116118
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System o. k. “
Computer fault

Procese 1/0 fault ‘
Main awitchboardq fault

Computer and tapereader fault l
Typewritesr fault

Control console fzuit !
CRT-display fault .
CRT and typewriter fault : ‘

DS~ O (W IN

Fig. 4. Reliability.i'ransition diagram for system ‘A.

.. System: o.k.

Computer A fault

Computer B fault

Computer A and B favlt

Typewriter A or B fault

Typewriter A and B fault

Control console fault

CRT-display fault

Process I/O C fauit

10. Process I/O A or B fault

'1i. Process I/O A and B fault

12. Data channel fault. _

13. Computer A and tapereader fault

14, Main switchboard fault

15. Battery power asupply fault

(16. Computer A ifault
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Fig. 5. Reliability transition diagram for system D.
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