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ABSTRACT

With the increasing occurrence of various cyber-attacks such as distributed denial of service (DDoS) and
worm attacks, simulations are being used to develop security techniques and policies against such attacks.
In a cyber-security environment, there are many entities that have different resources and behaviors;
attack and defensive behaviors are exhibited upon interaction with other entities. In order to design
simulation models for various cyber-security simulations, not only a generalized model that can represent
various attacks and target entities but also a modeling method that considers different types of interactions
between entities to make simulation models should be developed. In this paper, we describe a modeling
methodology for the cyber-security simulation based on discrete event system specification (DEVS) formalism.
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Figure 1. A cyber-security environment and components

Problem definition — There are various mechanisms of cyber-attacks, each of which can be composed of
two or more mechanisms. As shown in figure 1, an attacker interacts step by step with a target composed of
various entities; the result of each step can be a critical factor that determines the final result. With regard to
the target, entities have different responses to an attack depending on their inherent characteristics, such as
vulnerability and capability to defend or attack. In addition, these characteristics can be changed as the attack
progresses. Therefore, it is necessary to develop a simulation model that can observe interactions between
an attacker and a target as well as represent various attack mechanisms and characteristics of targets.

Objectives — A cyber-security simulation can be modeled using a modeling methodology for discrete
event system, because the simulation progresses based on the interactions that have occurred during
attack events. Using this methodology, we can trace changing state variables of an attacker and the target
models during the simulation. In this study, we use the discrete event system specification (DEVS)
formalism for the modeling, and suggest a method for developing a DEVS atomic model considering
various characteristics of entities and their interactions.
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Design of entities — Attributes of entities can be classified into physical and behavioral attributes. All
entities can have physical attributes such as identification and resources, whereas behavioral attributes can
be found in entities that can trigger events. In this paper, we define two types of entities, subject and target.

Subject — an active entity that can manipulate other entities, e.g., thread, process, system, and network.
Target — a passive entity that can only be manipulated by a subject, e.g., application, file, code, command, etc.

In the behavioral attributes of figure 2 (a), infention and target denote a characteristic and the target in
the event, respectively. In addition, the action, an attribute of behavior, denotes event types; changing the
value of action corresponds to a change of events.

Modeling of DEVS atomic model — We can develop an atomic model by considering the location of the
target of a subject and whether the farget is shared by other subjects. As shown in (b) of figure 2, if each
target of subject 1 and subject 2 is located in itself, it can act as an atomic model and its events can be
scheduled by that subject. Schematic (c) of figure 2 shows a situation where an entity can be both the rarget
and the subject. In this situation, the target of subject 2 is shared with subject 1. Finally, (d) shows a target
entity located out of subjects that is shared by more than two subjects. As demonstrated using (c) and (d), an
atomic model can be composed of multiple entities, and in order to schedule events considering the results
of interactions between entities in the atomic model, state mapping between the model and entities is needed.
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Figure 2. Modeling of a DEVS Atomic model considering the location of target and resource sharing
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